Amber C.  Williamson

 (404) 642-2467 | ambercwilliamson@yahoo.com | www.linkedin.com/in/ambercwilliamson 
Metro Atlanta Georgia Area

_______________________________________________________________________________________

Certifications

· CyberArk Certified Trustee 670052
· Cloud Security Alliance CCSK v4
· Palo Alto ACE Certification
· National Agency Check with Inquiries Public Trust Security Clearance
· ISC2 CISSP (in-progress)

· SolarWinds Certification Professional License SCP5576

· CompTia A+ Certification License COMP001020230366 

· CompTia Network+ Certification License COMP001020444268 

· CompTia Security+ Certification License COMP001020444268 

· EXIN ITIL Foundation Certificate in IT Service Management License 4847556

· Cisco CCENT License CSCO12290198

· Cisco CCNA License CSCO12290198
· Cisco CCDA License CSCO12290198
· Cisco CCNA CyberOps (in-progress)

· Cisco CCNA Security (in-progress)

· Amazon AWS Cloud Practitioner (in-progress)
Technical Skills

	Programming Languages:
	C# (C Sharp), Visual Basic.net, Java, HTML, XHTML, Python

	Tools:
	Microsoft Office Suite (Word, Excel, Access, OneNote), MS FrontPage, MS Windows Expression Suite, MS Visio, MS InfoPath, MS Project, MS Outlook, MS Visual Studio, Adobe Studio Suite: Dreamweaver, TIBCO Portal Administration, EMC Web Publisher, EMC Documentum, PlanView, Service Now, Omiture Site Catalyst Web Based Server, Infoblox, SharePoint, HP Service Manager

	Operating Systems:
	Mac OS, MS-DOS, PowerShell, MS Windows 9x, 2000, Windows 7, Windows 8, Windows 10, UNIX, Linux, Ubuntu, Fedora, Kali Linux, Cisco IOS 

	Networking:
	Windows Server 2003-2016, LAN, WAN, Wireless LAN, Networking Topologies, FTP/TFTP, Ethernet, TCP/IP, Solarwinds: NPM, NCM, Nagios, Smokeping, Wireshark, CloudShark, Aerohive, Opengear, LogicMonitor, HttpWatch, NetFlow, Cisco VIRL, Putty, Microsoft SCOM, IPSwitch What’s Up Gold, Riverbed Suites, Paessler PRTG, PITBOSS, CISCO Meraki Wireless LAN technology, Palo Alto Networking

	Security:
	Netskope CASB, Cloud Security, Docker, Kubernetes, Microsoft Azure, Amazon AWS, Google Cloud Platform, SIEM, IDS/IPS, Threat Modeling, STRIDE/DREAD, NIST/ISO/IEC/FISMA Framework, Incident handling/response, Risk Assessment, Disaster Recovery/Business Continuity Plan, Burp Suite, Internet of Things (IOT), User Education, VM-Ware Virtualization, TOGAF, Capture the Flag, Splunk, Anti-Virus: AVG, McAfee, Norton, ESET,  Flexera Asset Manager, HP Asset Manager, BitLocker, Identity Access Management: CyberArk

	Databases:
	MS Access, SQL, MSSQL, GIP-Granite, Remedy Database & Dameware

	Program Management:
	MS Project, Version One: Sprint, Kanban


employment experience

Accenture, Atlanta, GA                                                                                                                                              February 2018 – June 2019

Accenture Security Atlanta, Georgia 






      

Security Consulting Senior Analyst

· Formally trained in Splunk, Palo Alto Networking, Cloud Security Fundamentals, Enterprise Security Architecture, Security Analyst, and Netskope Cloud Security Engineering. 
·  Adapted and utilized NIST Cybersecurity Framework 1.1, NIST SP 800 series Framework, and ISO 27000 series Framework for existing methods and procedures to create possible alternative solutions to moderately complex problems for security assessments.
· Developed and delivered solutions that protected enterprise systems, applications and data by establishing policies, practices, and tools that prevented unauthorized access, use, disclosure, modification or disruption at client site.

· Understood the strategic direction set by senior management as it relates to team goals while using considerable judgment to determine solutions and sought guidance on complex problems. This resulted in having primary upward interaction with direct supervisor and project leads at client site and Accenture.

· Determined methods and procedures on new client assignments with guidance which decisions are often impacted the team in which they resided.

· Supervised small teams and/or work efforts at a client or within Accenture.
· Ensured data stored in or transmitted via enterprise networks and systems cannot be read or compromised by individuals without proper authorization while allowing authorized users to complete legitimate tasks.

· Assisted clients with determining network security controls and architectural components.

· Secured implementation and integration of corporate WAN, LAN and server architectures serviced by the organization’s networks.

· Conducted analysis of security logs, events, and documented threat analysis reports.

· Created and aided in identification and remediation of web-based threats, customized security policies and application signatures.

· Completed analysis of network and cloud security needs that contribute to design, integration, and installation of hardware and software while assessing and maintaining firewall infrastructure and code upgrades for clients.
· Analyzed, troubleshoot, developed and implemented solutions to solve network security hardware and software problems.
Robert half technology, Atlanta, GA                                                                                                             April 2017 – October 2017
ADCOM Solutions Norcross, Georgia 






                             August 2017 - October 2017
Network Engineer

· Oversaw assigned ticketing queue with professionalism and timely detailed information within all tickets while meeting key service level metrics that will be monitored by NOC Leadership.

· Properly setting next steps for each ticket that allows for a client or NOC Leadership to identify the progression of each trouble ticket by documenting and understanding next steps based on troubleshooting discoveries.

· Utilized OSI layer one troubleshooting to diagnose technical problems.

· Clearly communicating to a non-technical employee on findings and assisting troubleshooting on equipment onsite.

· Engaged local exchange carrier for isolation and escalation on networking issues while treating them as a high priority to resolving an incident.

· Detected, tracked, and restored customer’s network connectivity via their data circuits and/or equipment.

· Remotely troubleshot and configure WAN equipment including routers, firewalls, switches, modems, and load balancers from various vendors; predominately Cisco, SonicWall and Riverbed.

· Actively participated in incident and problem management for more than 6,000 managed WAN interfaces and managed security sites with circuits varying in size from Fractional T1’s to DS3 which employed technologies such as AVPN, Frame Relay, Multilink Frame Relay, ATM, ATM/IMA, Point-to-Point, MPLS, and ISDN.
network engineer it consultant (Virtual Technology Group K12 Project) 


                         April 2017 – July 2017
· Worked on site at locations to assist with the setup and testing of clients provided Cellular-connected Wireless networks and 200 laptops and assisted end user (students and teachers with connecting to 6 access points on the provided network.)

· Installed wireless routers and access points at multiple client sites.

· Documented any damaged containers and products and provided a damage report.

· Resolved any connectivity issues with laptops and router connecting to the internet.     

· Assisted users with logging into, utilization provided laptops and accessing any testing software or required websites.

CIT SOLUTIONS & CONSULTING, Atlanta, GA                                                                                                August 2015 – September 2015
Network Engineer IT Consultant 

· Configured Cisco Meraki wireless router network with 5 IP Addresses, Subnet Mask, and DNS Address for a medium size organization.

· Confirmed configuration with Local Exchange Carrier for setup.

· Resolved any connectivity issues with computers and router connecting to the internet.

Dell services federal government, Atlanta, GA                                                                                   July 2015 – September 2016

Network Engineer I

· Served as an advisor to the ITSO Community on all matters relating to network and security vulnerabilities and threats to CDC's network and computer systems.

· Maintained compliance and conducted system security assessments based on with FISMA, NIST, and ISO27000 series framework. 

· Provided technical support and assists in preparing and implementing network security policy guidance for the CDC. 
· Led the implementation of network and security programs designed to anticipate, assess and minimize system vulnerabilities by using change and patch management.
· Monitored, configured and deployed key network infrastructure using monitoring tools (Solarwinds & What’s Up Gold), video wall indicators, investigate tools, processes, and system to identify issues that require escalation to technical teams. 

· Managed a proactive network environment in order to avoid extended outages or performance degradation. 

· Utilized monitoring network tools and applications using Riverbed Suite: AppResponse and Steel Central Net Collector, What’s Up Gold, Wireshark, and Microsoft SCOM to determine the source of the fault to the monitored node. 

· Participated in identification and analyses of CDC information network and security policy issues, deficiencies, and problem areas through review and analyses of reports, contacts, surveys, inspections and facility reviews. 

· Examined operational and technical network and security aspects associated with specific sites and facilities to determine vulnerability, threats, and malfunctioning components to the CDC network. Thus, saving the company an estimated worth of $120M.

· Recommended mitigation, countermeasures, and resolved integration issues related to the implementation of new systems within the existing network security infrastructure.

· Developed contingency plans (Disaster Recovery or Business Continuation Plans for information technology systems) to ensure availability and accessibility of network resources.

· Organized the implementation of network and security programs across Tier I, II, and III systems, and established network and security vulnerability reporting criteria.

· Reviewed and evaluated network and security incident response policies.

· Communicated complex technical requirements to nontechnical personnel, prepared and presented briefings to senior management officials on complex/controversial issues.

CareerBuilder, Norcross, GA                                                                                                                                   January 2015 – June 2015

Network Engineer (Contractor)
· Employed SIEM technology Solarwinds NCM for device backups and mass configuration changes for Careerbuilder.
· Aligned Netflow command on Cisco edge devices and Solarwinds monitoring.

· Applied SIEM technologies: LogicMonitor and SolarWinds to monitor network health.

· Documented and updated network procedures, diagrams and configurations to illustrate processes for completing tasks on all equipment including routers, switches, firewalls and load balancers.

· Corrected and documented basic network issues related to cabling, switchport configurations, and internet performance.

· Addressed and completed trouble tickets submitted to the Network Engineering team while consulting end users to address problems on ticket escalations from the Help Desk.
· Restored network outages in remote office facilities.

· Upgraded software on network infrastructure. This included Cisco IOS on switches (3850s) and routers (2911s) and loaded NBAR Protocol Pack on Cisco 2911 routers.
· Documented and decommissioned network infrastructure that was no longer in use.

· Dispatched third party vendor technicians for assisting with cabling issues in remote offices.

· Standardized network configurations for infrastructure across the globe.

· Demonstrated good problem-solving analysis with 3,000 employees worldwide to resolve hardware failure, service outages and user complaints.

· Installed, configured, updated, tested, and activated Cisco 2960X, 3850 switches, Cisco NEXUS 7k routers, and MPLS circuits in local and remote locations. 
· Configured and shaped Cisco routers to handle DHCP for Wyse Terminals; mended switches to resolve voice issues; troubleshot and updated Aerohive access points.
· Arranged Port Forwarding for specific devices on CareerBuilder network, exercised HTTPWatch to troubleshoot internet page response time, and aligned Opengear device for remote console access.

· Utilized ServiceNow to follow change management processes.

Delta Global STAFFING, Atlanta, GA                                                                                                                  July 2014 - September 2014
Field Engineer (Contractor)
· Supported the IT infrastructure in office environments, reservation centers, and airport locations.

· Implemented and supported desktop devices, applications, peripherals, and network devices.

· Relocated IT infrastructure devices (PC workstations, peripheral devices, phones, network routers, airport devices, etc.).

· Troubleshot and resolved all hardware and software problems supported by Field Operations.

· Installed, customized, maintained, tested, and troubleshot operating systems and a variety of additional systems software.

· Configured, installed, maintained, tested, and troubleshot hardware systems.

· Performed root cause analysis to quickly recover from service interruptions, and to prevent recurring problems.

· Documented all actions in accordance with standard company policies and procedures.

· Identified problems; determined accuracy and relevance of information; used sound judgment to generate and evaluate alternatives, and to make recommendations.  

· Monitored a variety of information and network systems that include, but are not limited to telecommunications circuits, LAN/WAN systems, routers, switches, firewalls, VoIP systems, servers, storage, backup, operating systems and core applications.

Hewlett Packard, Alpharetta, GA                                                                                                                   February 2012 – October 2013

Technical Solutions Representative IV 

· Supplied direct technical support for hardware, software, networking, root cause analysis and applications to United States Postal Service and US Soil (advisory group to US Military). 

· Assured timely, complete service support to 15-20 customers for service contract warranty coverage (consistent with warranty period) for variety of HP Products (computers and printers).
· Achieved 80-90% first call resolution at the time of call without dispatching Field Technician.
· Installed and configured printer hardware and software products daily for over 600K US Postal Service Employees. 
· Coordinated with 10-20 Field Technicians daily to troubleshoot printers, computers, and to order additional parts through the global logistics team in Costa Rica.
· Responded to 15-20 inbound calls, outbound calls, emails, incidents, and requests daily to provide hardware and software support to resolve systems/application administration and configuration issues.
Verizon Wireless, Alpharetta, GA                                                                                                                       October 2010 - January 2012                
Technical Support Coordinator 1

· Offered detailed information on how to set up and configure data and voice products, utilizing multiple mobile applications to analyze and resolve up to 15 trouble tickets per week.
· Answered and resolved an average of 23 calls per day, assisting customers with billing questions, product upgrades, and the troubleshooting of mobile and broadband devices.
· Troubleshot customer mobile and network issues daily on basic phones, smartphones, and mobile wireless devices with the use of a call detail recording program.
· Harmonized with the Network Team and provided Remedy Tickets to the most common issues.
Intelsat, Ellenwood, GA                                                                                                                                                 June 2010 - August 2010                                                 
Data Operations Center Level 2 Intern

· Created, populated, and validated operational databases and data stores for use by the DOCL2 team. 

· Revised and updated processes and procedures in preparation for 3-month NetCracker implementation.

· Validated and cleaned up configuration in NMS tools, services and network related documentation; utilized Remedy to verify network IP addresses and satellite configurations.

· Updated company webpage by posting relevant documentation and drawings while archiving obsolete information.

Computers for Youth, Atlanta, GA                                                                                                             September 2007 - August 2009                         
Senior Technology Assistant

· Delivered technical assistance and support to customers on a variety of hardware and software issues including Microsoft applications and products.

· Successfully secured over 500 computers and monitors from various organizations, used as donations for Family Learning Workshops and other charitable organizations.

· Conducted logistics by coordinating shipping and receiving of computers with the site coordinators at up to 15 middle schools across 3 Metro Atlanta counties. 

· Closed 15 cases per week that were input in SharePoint for Call Resolution.

· Experimented with other re-imaging software using Linux Operating System; utilized Norton Symantec Ghosting Software to re-image computers.
· Operated DOD wiping software to destroy sensitive data on hardware.
Education 

Marymount university, Arlington, Va

pursuing ph.d. degree in cybersecurity

expected completion: 2024

Cisco Cyber Ops Scholarship Program

Understanding Cisco Cybersecurity Fundamentals (SECFND)

Implementing Cisco Cybersecurity Operations (SECOPS)

Introduction to Cybersecurity

Cisco networking academy

Cybersecurity Essential Course

March 2017

Keller Graduate School of Management, DECATUR, GA

Masters of Network Communications Management, Concentration in Wireless Communications

Graduated with Academic Distinction

Masters of Information Systems Management 
Graduated with Academic Distinction
DeVry University, Decatur, GA

Bachelor of Science Technical Management, Concentration in Computer Information Systems

Summa Cum Laude

